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A packet detection method based on Negative Pattern
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Abstract: To solve the problems in intrusion detection based on pattern matching, we present a

packet detection method based on negative pattern,which uses the negative pattern matching strategy.

Firstly, the method detects the NP pattern in the to-be-detected packets and divides the data into seg-

ments according to NP pattern. Secondly, the system detects the data segments by NP pattern. The ex-

perimental results show that the method can reduce the false alarm rate and improve the detection effi-

ciency of the system.
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Figure 1 Content Detecting

architecture based on pattern matching
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Table 1 NP table of packet content filtering
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NPSeek(byte * C, int {SL, int w, int iR, int N){
/ % C: the buffer of content; C[ i,k ]: the k-bytes buff-
er starting from 7;iSL; the length of the segment;w:
the width of sliding windows; iR: the round of looking;
N the width of the NPs, in this prototype, N=2 % /
if GR>w—1 or iSL<2* w)
EPM _Seek(C, iSL); //EPM the segment directly
for m from 1 to M parallel_do {
if IINP(C[iR+m*w—1.,N])
NPMatch[ m]=TRUE;
}
lastNP=0;
for 7 from 1 to M do {
if (NPMatch[i]==TRUE) { / * the following can
be done in a new thread * /
NPSeek(C+lastNP % w, (i—lastNP) * w, w,
iR+1, N);
lastNP=1;

}
Recursion_NP(byte % C, int Len, int w, int N){
/ % C; buffer of content; C[i,%]: the k-bytes buffer
starting from i; Len: length of content, i. e. Len=
|C|;N: the width of the NPs; w: the width of the
sliding window of the EPM engine % /

NPSeek(C, Len, w, 0, N);
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Figure 2 Linear relationship between the
probability of NP matching and the size of the window
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