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Cache side-channel attack detection
combining decision tree and AdaBoost

LI Yang'?,YIN Da-peng' , MA Zi-giang'”,YAQ Zi-hao'?*,WEI Liang-gen'"
(1. School of Information Engineering, Ningxia University, Yinchuan 750021 ;
2. Collaborative Innovation Center for Ningxia Big Data and Artificial Intelligence

Co-founded by Ningxia Municipality and Ministry of Education, Yinchuan 750021, China)

Abstract: Cache side-channel attacks pose a serious threat to the security of various systems, and de-
tecting the attacks can effectively block the attacks. Therefore, an AD detection model based on decision
tree and AdaBoost is proposed to quickly and effectively identify cache side-channel attacks by matching
system hardware event information features. Firstly, the characteristics of cache side-channel attacks are
analyzed, and attack hardware event feature patterns are extracted. Secondly, the decision tree’s rapid
response capability is utilized, combined with AdaBoost's weighted iterative learning of data samples, to
train the model on different load conditions. The model is optimized to improve the overall detection ac-
curacy under different loads. Experimental results show that the detection accuracy of this model under
different system load conditions is not less than 98. 8%, and it can quickly and accurately detect cache
side-channel attacks.

Key words: system security;cache side-channel attack; machine learning;detection method
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Figure 9 Detection accuracy and performance

overhead of each machine learning model
&9 A5 AL A% A% 2 10T AG RS B A0 PE BB T

PERE T8 77 1 A0 9b s, v LLE B AR Y
A A5 HY 1 8 T B AT BT 25 . HOh 2 R ] 5
LR (Logistic Regression) fl DT : 88 /45 /M F
2% ;s X EHL SVM(Support Vector Machine) .
RF # AdaBoost %R i 1 B8 JT 4 K49 1E 200 ~
5% s KNN 1 NNs #5581 ¥ B8 T 55 75 & 5 1 410
LT B T 5%,

M A Z5 G HE 4 BT E] AL LR H SVME (Y A
i BE RH O B, AN il e P s KININ A Y 4G 00 RS B2
B AH e TS AT IR P B R AT PR
PEBE T 58 FIAE il T 8 5 K, 52 BE A2 4% s NNs B AU A
DA B e B2 By s 00 PR RE T B 45 K5 Ad-
aBoost BB TR 22 G2 1iff 2 IR f0 46 0K B2 0 T RF 48
AU DT A AL A BAR 0 P Be T 85 . 76 R4 L
BT B DR FE A RS B R INORE B2 . 2R B AR SCIE
DT F1 AdaBoost ¥4 8 Fi LAY
4.2 DA HMEEIZIT 5K
4.2.1 DA #A&m EEA & A

(1) DA K I 82 8 iy i 3 AR, T DT M



% A YCERN AdaBoost By 28 470 {7 38 T 4

447

AdaBoost 2 MR 5 7EAIK 7 40 F i 2 AL T
e S5 ARG T i L 4 B 2 ARG 0 A 7R 2 ol )
Fik. A 0N D-A-C 3 M4, DK
R RAE RS 1 A28, B T B A R0
O3B B AR DR SR 43 ST A B LR S R AR OR
1 2 J8 Pk T J 4324 DX ) 38 ok 356 U A i e SR AR G
BRL, T 58 AR T T iR I i . A 2D BRBEIIR
AdaBoost fERE 2 A3 264 . WA LB AR A AL
AR YN ZRAE v R A R A 19 43 288 T i 1k D o
), HUH RS FEAS (AU A AT L Gl R R AR
B e 10 58 53 26 A o T 58 I e B 480 A ARG I 1A
. C(Combination) 2 MR IE R FE A & KL, 8
BEE Bk 2 AR AL , SR 5 i e 24 00 A
R

YNGR, IR v B B A 1 &) 43
A FEAN [F A 3 5 F AL & oy I it 5 R
B FEA LA TG F 40 11 28 2 G0 0 4801 100 WAk
PR FEA . RGEWHET OO L 358 B R IR £E 2
32 B AN R 2 B 0 5 00 o T 3K — SR AT A 2 1 Wk
DA FE AR AR IR R T @ i SR 2, B T
o A5G D AR TR LA B G R T R8RS AR S B 4
HRE TG 2R G 01 28R 2R 48 6 2 1) UM A A 43 O el
FTC R G 0B FEAS R 47 Bl 25, OF 1R B8 T
YIRS IR 5 A R G BB AR A AR AR 228
Xof LU VRS (AT YIS L T8 3] — AN I (R A A5
e AR A ) AL M 0 M 22

Bl B TP AN RE AR X R T AR B A ] R — A
Bl i . XM OLN L FEAS Y 23 28 AT DL Sl 7E Ak
Przs ) SR SR, PSR ) — >
R SR DR T 8 T Y 3 — BELAE R o 2R
MR 53X — ¢ i A A b 2 8] R IR 43 28 A A
PrhFAT o S EX RR A 43 O R AT AR G 0 A R
{RFE AL B AT J oy JERE AR 3 T BB A Gl 24
PSR A BB ARARF AL M R AOR S X & S R
RASTFAR G 52 2% . A SCHE ok — SRR R 4 i A
fiff DR T DR SRR 3 T ) [, G DR SRR 1Y A
et 7y AT LR AR — e o 2 4% il i
HEL My AR 00 S B0, T LR AT T A R A AR
HARW . FELBENT .

(D AYGEMEELE L CMR 1 L1d-
CMR g by s 5040 45 0 2 ZEREAE e o e 1 I 2%
TSR BB FEA R @ PEAE A . o Bl A
ki A JC Bk i R RE B B 4R 6 I8 PR R A S R
RS .

4.2.2

(2) FE 53 S 40 R X 2R SR AR 1) A 43 3T A
My s 2643 2528 . LA CMR Fl L1d-CMR 43 54k R
X BloFn Y Bk A bR R . Q& 10 FroR, Ae bR &R
pric 1 I ZRAE h i ER 40 Bl i, = MIE AU BGE T
BB A 5 I A JE B T B . TR VIR
A B A T M BSUHE A AR 38 3RO S AR A - T B Y A
Ji o 38 2t e /N TR AR T E P AR B — A AR (1S
A FEAR B2 E 2R 10 B B 2 RN/, FLIZARHR B IX
3 T B0 A el BohE .

0.9/ .

0.8 A At R

0.7] . ::; s,
20.6’ [ ] [ L 1] » /’// A A a
§O.5— ' '!‘_:'.?.' }““‘ .
S04] (S

03] n ’ A A

0.2] A

0.1 : :

02 03 04 05 06 07 08 09
CMR

Figure 10 Linear classification model
10 2Rtk srdepinl

(3) 388 VA4 T SRR« o 2 BT (%) SR A T A (]
0 77 =k A7 8 e R 4y, Tl i SCHR SRR T AL
B P RS e A R Y SRR — N 2R A
TR axt it ar 7005, iy g iR 1
AMPORE R . BB TR oI5 Bl A% i
FF —AN1 i, I 2 9 0 I 2Ok b A A R ke OR
B 2 D) 58 B A JE PR A AR B I S R A R,
BT SRR YRR . G 11 BRSOl fe 4 A 5
1) 22 78 B PSRN

-0.042*CMR-
).352*L1d-CMR<-0.285

m

Figure 11 Example of multivariate decision tree

completed through recursion
11 388 A 58 B0 22 78 b e SR A 7 )

4.2.3  AdaBoost i £ 3 4 #y 3

SRy PRAIE e 0 28 A R 0 AR TR £ W A RORG B 5
A AdaBoost Krill gL, W& 12 frn A AdaBoost
YIRS AR AR AR A 3 A1 DL K AR
OB M HE 5 3 2 2

FELRWMT .



448 Computer Engineering &. Science 8B ML T 5 Rl 2%

2024,46(3)

EEp e
MR~ 2T 1 e L
JHRE ZED(2

R D(1)
JlERS

i BHACERADQ)
A 55535482
NAFEAYREDQ) el e
| < EAREFAD()

la\i‘a‘éﬁff@mwn)

R D(n)
JIEES

5553 A
HH 2 ] 157 2 en
HHAE ZED(n

Figure 12 Training process of AdaBoost
Kl 12 AdaBoost Yl % i #&
(D FAVNREEARIF L PR 55 73 4% . 0k 3 Fr
N TEEUHE AR TP BEPLANE 1 000 Z5 B985 S 0 45 I
SRREAR L I D9 B BOlE BE AR J BE 0. 001 B 0 R AL
. AR R R
(2) BEHTRUE R AR A ) 24 00 28 2 3
YRR TR 43 o I I8 B 26 1 43 28 2 1 IR A, DA fef
A [l bR 28 ) B s RE S BER M 2R 8 00T . SRS
G R RBIEAEA, K2R 3TRR T 1
RN 732 45 2R DL R AR I REAR A 22 4L, I
AR A AL I 0. 001 I8/ F] 0. 000 67, FE DR FEA
(AL E M 0. 001 $2FFH] 0. 001 8, AR SCIHFH T 4tk
R Y ) 0 1R 22 R B 20 S R A B B
P4 vh BT A Bl B Lo, MR R 2E AR T D
BEAS BACE R A A DLREAT T — 523510
Table 2 Samples, classification results and weight updating

R2 BESEERREFNE

BA 1 BEA 2 FEA 3 BEA 1 000

CMR 0. 24 0. 82 0.19 - 0. 90

L1d-CMR 0. 28 0.71 0.35 - 0. 68
e % 0 1 0 1
oy iR g R 0 1 0 0
Iyl *f xf xf i

FIGRALCE 0,001 0.001 0.001 = 0.001

FHATE  0.000 67 0.000 67 0.000 67 0.001 8

(3 IEACHY R 43 25 4% 55 1 50 X0 A A B4l fin
BB BT » AdaBoost A A% 7Y £ 47 25 H & 1 K Ul
AE). Rk — DREARIR 228 AR CE & R it R
17 2 50 A AR A2 URT 19 55 43 28 4% P BT AR AR
FCEFN 534 . AdaBoost il 5 2 i) 1% L 1 i iy it
FEVOE N ZR 8 n Do . 38 R I 2R S R
AT LLfi45 AdaBoost il #5% 7Y 3R A5 55 /=5 A4 R i kG
BE . BRI X AR B RE S BA
RE ML IEAROC . A kAR EOR D RN G A 5T 48
SRR B R EGE £, 5 S BRI 2

FERT R, E = I A T, &l 13 Bim s A
AdaBoost AR E] 100 U HF AR RS B fe . R,
AR SO % AR R BGR B 100, TS 22 I 25
. 14 AR AdaBoost KA Y 3% A J 3 i
H A — i 121 TR A fige R, g R T R AT LA ARE AR
sl o3 B 22 (A RICBOHE A i 20 i R AR AR AR L
P (1447 58 45

AdaBoost
IEARIREL LIRS EE /%
1 74.48
10 81.35
50 94.73
100 99. 95
200 99. 72
500 98. 12
99.999
X
e
2 99.5
<& 95

70

0 100 200 300 400 500
FES AW/

Figure 13  Relationship between the number

of iterations and detection accuracy of AdaBoost

Kl 13 AdaBoost kLU H -5 46 TI0KS 2 ¢ R

> EREUR
Q rln

Figure 14 Training process of AdaBoost
Kl 14  AdaBoost Jll 4k i f2

4.2.4 A agAL

ALY ) 45t SR B AT AdaBoost 55 % B —
NHIEALE wyyy Bl w2 A 1 56 3R bR 20
R (3, Hf, RoREMRERE 0 RRVIGHHE.
= O R il — R BE PR R AL o) AL IE
BB Y T A 0 A A AR AR A T v g B R AR A
PO R IEASC, EREREAENE LA, BHS
o DUOKG L ) 07 B RDAH OG . R S8 R AN, AT A
K o AR5 0 R i ARG T R R R A ARG RS
B s R G0 R, AT R oy, » DA TE AR AL 7



ZE BE A YRM A AdaBoost By 2877045 18 25 o A4

449

1 T A8 N AT e P ARG TR

wyr +wi, =1 (3)
i ) Model Jﬁ%z‘bﬁﬁlﬁ‘
¢<wm ’w/\da> = . ‘
Model rgpoost » 150 EX k= 4i0]
4

5 LT

A X AE Intel i7-4770 CPU I iz 47 Linux
Ubuntul6. 04. 1 #4755, A4 R ] Z Rl 4
2 2 AR [R] 67 045 0T DA RS DU A AL 1) 1 g
HEATREEE . 5. 1 9 B 45 Tl BIL A 27 B B 7R B X
A0 {55 T 50 5 G 0 ) 0 2 [ R ) 35 SR L I
BRI e DA S DA KRR Y i 6 Rl 5.2
5T DA K DU AR AL AR TG 6 2 R B LR 5
ML S BRI TE & PR RE SR A L1 25 57
5.1 HSIFEIJERTITLE

AR SCHEH T P AT AdaBoost 2 AL ~J
R TR Ay e Y A A, 0 5 T L A OGP BB 4 A, [
AR T SVM Al RE VE XS FUAETY . A5 K
DUPAS 2 ARG 00 Es) ) | 15 4 38 R PR BE TR 4 4 > D7 T
PSS TR a0 A5 SR A A R R i R T ASE AR
SRR IBRAE R — Bt A DU R 4R M
AR BRI H e B R] R L 3R R R A A I
B0 AR PR PR R AR B R b i B R 48 R 4
TEIE FIR SN g 3000 o Mo s B M2 48 R G TE I
AR A TR I I H . R R R AT DU A S
RGP DS R ORI, MR R 2 4R
EAT R AR ) CPU (5 F %

3 IR T A T ER X AF 1 B A B AL A
2 BERUAE Z R R B B LI A5 R B s T

Prime—+Probe #l Flush+ Reload 2 #h X% i 76 & &
5 55 AR 2R G5 T B 5 T A D s R

M5 B LU T &R 46 3k B, P SR A R
AdaBoost ##F SVM 5 RF HA 5 & 1)k K
JEE R AR A % R H R A H T A 3 R A
AdaBoost 4k BE FF & W 5k 45 5, e A 3k ) e 5 A
A S 00 5 TR 2 SHe TR 5 R 1) e L R 4
T 20, AdaBoost 78 A I A B A% H2 R 1 1) £
SN RE 78 JC G200 201 50T me B i
R AN FF A ALY (1 o B B ] SR s SVMLFE G
R G LT B BRI R AR = AT AR Y
HERR R BEOR s DT KRS BB, Rtk 271 Ada-
Boost {1 Jhy i il 455 75 J2 e JB0KS B A A 19 5 p
.
5.2 DA #4584 gE i 5

AN XE DA KA Y (1 4 0048 B 2E AT PEA
T A NTRG A RGN O DA K
U2 TRUHE A3 AT 1 L

COFRGIAE BE . NZR 4 AT LLF L DA G I A5 A
#£ Prime-+Probe Hifi 7 W6 IUDOKS B2 7€ 98. 85 %6 ~
99.95% ; 7E Flush+ Reload Y 5 T 114 K I K B 76
98.78%~99.98% . LR MEHMELH T DA Kl
S TR ) e DU B e R ik 1 T 99. 98%0 , R G G
BUF R IR B2 A i BEAR L 7R 98. 80 0 A2 A

¥t Prime+Probe B i ' A9 B A6 I 452 H4 ,
To R AE O DA A I A A () 4G DS BE e DT
SVM.RF W4 TF T 0. 4 % 247 s W 4R 00 L
ABEAL S DA KGR ) KIS B XA T — 2
2T, 5 AdaBoost BRI AYAH Y ,

XF H Flush+ Reload i T 9 54 46 0] 455 74
TC 17 NG B0 R, DA K W A5 7Y A IR BE AR LE DT |

Table 3 Experimental results of single model under Prime—+Probe (PP) and Flush+ Reload (FR) attacks
% 3 Prime+Probe 5 Flush-+ Reload I{iF TANMEBILIG £ R

A BE /Y6 i )3 5} 18] / ms W/ % HERETT 8/ %6
1557 ARG TR Prime+  Flush+ Prime+  Flush+ Prime+  Flush+ Prime-+  Flush+
Probe Reload Probe Reload Probe Reload Probe Reload
ik 99. 88 99. 86 15 15 0.12 0.12 1.4 1.4
DT
ik 96. 54 96.78 17 17 3. 46 3.22 1.5 1.5
T #k 99. 07 97.54 14 14 0.93 2. 46 2.6 2.6
SVM
g 97.01 95. 82 20 15 2.99 4,18 2.8 2.8
To i #k 99.72 99. 92 21 20 0.28 0.08 2.1 2.1
RF
T %% 97.73 97. 36 30 28 2.27 2. 64 2.3 2.3
ok 99. 95 100 17 16 0.05 0 3.2 3.2
AdaBoost
2% 98. 84 98.76 23 23 0.26 0.24 3.2 3.2




450

Computer Engineering &. Science

IHENL T RS2 2024,46(3)

Table 4 Experimental results of DA detection model under different load conditions

R4 FALHEBERAT DARNBERLELER
RS B2/ %6 M 37 1] / ms AR F/ % HERETF RS/ %0
RGN Prime+  Flush+ Prime+  Flush+ Prime+  Flush+ Prime+  Flush+
Probe Reload Probe Reload Probe Reload Probe Reload
TG 4 99. 95 99. 98 15 15 0.05 0.02 3.5 3.5
5 3 98. 85 98. 78 20 22 1.35 1.22 3.7 3.7

SVM.RF B9 /Mg B F+ 2B /N F AdaBoost
YY) 5 800 0 T DA G 0 452 0 1% G 1000 S T2 gt /)
T AdaBoost £ R, M1l DT, SVM.RF 46
WERTA 3%,

(2) K I 3 B2 . DA A Il A B 7 Prime + Probe
i A1 Flush-+Reload T T 1) Wi 5 B[R] S 15~
22 ms, H  TERARELT DA KIS A i A6 )
W) f /0N A 15 mss 6 01 2R B0 T DA ARG 5
R e A 22 ms,

XFH DT Fl SVML R G TC 7 #1E &0 T . DA £
TUASE TR g Aoy 00 B B AH Y . (HAE R AE LT,
DA A W0 A5 A9 1 meg )37 15 18] B 2 < 7 DT 1 SVM
1, B3 T AdaBoost BRI, A0 LG RE B A6 0 5 B
BRL 7 ms,

(3R H . DA Kl #1787 Prime+ Probe Fll
Flush+Reload B & 3 1 424 09 46 0 OCR
FORMCFEAM R AL BN T 0. 1%, HE ERS
WEREH T ALA 1 3% A AR R, Xtk
DT.SVM Ml RF iX 3 MG IR DA A 45 5 1Y
PR FI/N T X 3 NELRLAY . DA K DU ALY (1Y 1R
WE 5 AdaBoost FUFHY .,

D RGENERETF . TR B O T DA A I A
HIAE Prime + Probe il Flush + Reload I 5 B 119
CPU &1t 3. 500, HEEH & 48 8w 3 n, DA
o 0 ASE Y g PE R F A L B I K T 0. 2%, 5 4
A BASKG AR AYAR EE L DA RS I AR 280 4G 0 %) 1 g
5 AdaBoost BAH Y, AT LI H DA £ I 42 AU
F) P i 5 B ¥ 1] T AdaBoost BEHRIf

SRR ERGE TN S HEELT .,
DA F 0B A AR A T 4 P B0 B T w0 4G D kG
JEE TP G I R R IR A R AR R L B T e
T A 3 AR AL Y, A T AdaBoost [ 5 2
0. 2 Y0 » FH AT oAt 77 18] (4 503 L Pk e T 5 7 7T 452 3%
T .

6 ZERIF

Bt X BB AR G T M 2 A7 00 15 3 e i ) 20K

A 00 L B ST ARG TR B e LR AR O T AT
B[R], AS SCHE T — Bl TSR I AdaBoost
1) DA R IAEAY (6], A SCF SR 1 B S R AR
TEAN TR 52 BN AN W] M i 1 00 i 22 (B ML, DA
R I A5E 7R 25 2 TR T A A R R Gk
RETT 89 55 R R A 38 & 1 H 50L& e x A7
IS R RE T . SEIR SRR AEAS R 17 4%
G OL T DA KLY (3 PE Ge A T 1% 48 1
A DS A Yy, JEL A T R A DR R R TR 14 152
FORRBENS T 3. TN ARG E T A5 98.8%
4 ~F- S5y G K B W A2 TS ) B 2R 1 T e A
R S I 1 R R SR L O B A I Gl Xl Y S
iRl EF i SV Q25 T

SE M-
[1] Kocher P C. Timing attacks on implementations of Diffie-

Hellman, RSA,DSS, and other systems[ C]//Proc of the 16th
Annual International Cryptology Conference,1996:104-113.
[2] Kocher P,Jaffe J,Jun B. Differential power analysis[ C]//Proc
of the 19th Annual International Cryptology Conference,
1999.388-397.
[3] Mangard S. A simple power-analysis (SPA) attack on imple-
mentations of the AES key expansion[ C]//Proc of the 5th In-
ternational Conference on Information Security and Cryptolo-
gy+2003:343-358.
[4] Brier E,Clavier C, Olivier F. Correlation power analysis with
a leakage model[ C]//Proc of the 6th International Conference
on Cryptographic Hardware and Embedded Systems, 2004
16-29.
Cache-timing attacks on AES [ EB/OL].
[2023-05-23]. https://mimoza. mamara. edu. tr/~ mskalli/

csed66_09/cache timing-20050414. pdf.

Bernstein D J.

[6] Hund R,Willems C,Holz T. Practical timing side channel at-
tacks against kernel space ASLR[C]//Proc of 2013 IEEE
Symposium on Security and Privacy,2013:191-205.

[7] Osvik D A,Shamir A, Tromer E. Cache attacks and counter-
measures: The case of AES[C]//Proc of the Cryptographers’
Track at the RSA Conference.2006 :1-20.

[8] Zhang Y,Juels A,Reiter M K,et al. Cross-VM side channels
and their use to extract private keys[ C]//Proc of the 2012
ACM Conference on Computer and Communications Securi-
ty+2012:305-316.

[9] Yarom Y, Genkin D, Heninger N. CacheBleed: A timing at-



2

P % 55 G DL AL AdaBoost 1 28 4747 18 B 5 A6

451

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

tack on OpenSSL constant-time RSA[]]. Journal of Crypto-

graphic Engineering,2017,7:99-112.
Kocher P,Horn J,Fogh A,et al. Spectre attacks: Exploiting
speculative execution [ J ]. Communications of the ACM,
2020,63(7):93-101.
Lipp M, Schwarz M, Gruss D.et al. Meltdown: Reading ker-
nel memory from user space[ J]. Communications of the
ACM,2020,63(6) :46-56.
van Bulck J, Minkin M, Weisse O, et al. Foreshadow: Ex-
tracting the keys to the Intel SGX kingdom with transient
out-of-order execution[ C]//Proc of the 27th USENIX Con-
ference on Security Symposium,2018:991-1008.
Chen G X,Chen S C,Xiao Y.et al. SgxPectre: Stealing Intel
secrets from SGX enclaves via speculative execution[ CJ//
Proc of 2019 IEEE European Symposium on Security and
Privacy,2019:142-157.
Su C,Zeng Q. Survey of CPU cache-based side-channel at-
tacks: Systematic analysis, security models, and counter-
measures| ] ]. Security and Communication Networks,2021;
1-15.
Gruss D, Maurice C, Wagner K, et al. Flush+ Flush: A fast
and stealthy cache attack[ C]//Proc of the 13th International
Conference on Detection of Intrusions and Malware, and
Vulnerability Assessment,2016:279-299.
Yarom Y, Falkner K. Flush + Reload: A high resolution,
low noise, L3 cache side-channel attack[ C7]//Proc of the
23rd USENIX Security Symposium, 2014 .:719-732.
Liu F, Yarom Y, Ge Q. et al. Last-level cache side-channel
attacks are practical[C]//Proc of 2015 IEEE Symposium on
Security and Privacy,2015:605-622.
Briongos S, Malagon P, Moya J M, et al. Reload + Refresh:
Abusing cache replacement policies to perform stealthy
cache attacks[ C]//Proc of the 29th USENIX Conference on
Security Symposium,2020:1967-1984.
Mushtaq M, Akram A, Bhatti M K, et al. Nights-watch: A
cache-based side-channel intrusion detector using hardware
performance counters [ C] //Proc of the 7th International
Workshop on Hardware and Architectural Support for Secu-
rity and Privacy,2018:1-8.
Allaf Z, Adda M.,Gegov A. A comparison study on Flush+
Reload and Prime + Probe attacks on AES using machine
learning approaches[ C]//Proc of the 17th UK Workshop on
Computational Intelligence: Advances in Computational In-
telligence Systems,2018:203-213.
Briongos S,Irazoqui G, Malagon P, et al. CacheShield : Detec-
ting cache attacks through self-observation[ C]//Proc of the
8th ACM Conference on Data and Application Security and
Privacy,2018.:224-235.
Tong Z,Zhu Z,Wang Z,et al. Cache side-channel attacks de-
tection based on machine learning[ C]//Proc of 2020 IEEE
19th International Conference on Trust,Security and Priva-

cy in Computing and Communications,2020:919-926.

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

Kulah Y, Dincer B, Yilmaz C, et al. SpyDetector: An ap-
proach for detecting side-channel attacks at runtime[]]. In-
ternational Journal of Information Security, 2019, 18 393-
422.

Demme J,Maycock M, Schmitz J,et al. On the feasibility of
online malware detection with performance counters[ C]//
Proc of the 40th Annual International Symposium on Com-
puter Architecture,2013:559-570.

Wang H, Sayadi H, Kolhe G, et al. Phased-guard: Multi-
phase machine learning framework for detection and identi-
fication of zero-day microarchitectural side-channel attacks
[C]//Proc of 2020 IEEE 38th International Conference on
Computer Design,2020:648-655.

Ou Y, Li L. Side-channel analysis attacks based on deep
learning network[ ]J]. Frontiers of Computer Science, 2022,
16.10-11.

Gruss D, Spreitzer R, Mangard S. Cache template attacks:
Automating attacks on inclusive last-level caches[C] //Proc
of the 24th USENIX Security Symposium,2015:897-912.
Le A T,Hoang T T,Dao B A.et al. A real-time cache side-
channel attack detection system on RISC-V out-of-order
processor[ ] ]. IEEE Access,2021,9:164597-164612.
Sangeetha G,Sumathi G. An optimistic technique to detect
cache based side channel attacks in cloud[ ]J]. Peer-to-Peer
Networking and Applications»2021,14 ; 2473-2486.

Zhang T,Zhang Y,Lee R B. Analyzing cache side channels
using deep neural networks[ C]//Proc of the 34th Annual
Computer Security Applications Conference,2018:174-186.
Gnanavel S,Narayana K E,Jayashree K, et al. Implementa-
tion of block-level double encryption based on machine
learning techniques for attack detection and prevention[ J].
Wireless Communications and Mobile Computing,2022(2) :
21-30.

Oshana R, Thornton M A, Caraman M. A side channel at-
tack detection system using processor core events and a sup-
port vector machine[ C]//Proc of 2022 11th Mediterranean
Conference on Embedded Computing,2022:1-8.

Chiappetta M, Savas E, Yilmaz C. Real time detection of
cache-based side-channel attacks using hardware perform-
ance counters[ ]J]. Applied Soft Computing,2016,49;1162-
1174,

Irazoqui G,Inci M S, Eisenbarth T, et al. Know thy neigh-
bor: Cryptolibrary detection in cloud[J]. Proceedings on Pri-
vacy Enhancing Technologies,2015,2015 :25-40.

Zhang T W, Zhang Y Q.,Lee R B. CloudRadar: A real-time
side-channel attack detection system in clouds[ C]//Proc of
the 19th International Symposium on Research in Attacks,
Intrusions,and Defenses,2016:118-140.

Shusterman A,Kang L, Haskal Y,et al. Robust website fin-
gerprinting through the cache occupancy channel[ C]//Proc
of the 28th USENIX Security Symposium,2019:639-656.
Chen J, Venkataramani G. CC-Hunter: Uncovering covert

timing channels on shared processor hardware[ C]//Proc of



452 Computer Engineering &. Science 8B ML T 5 Rl 2%

2024,46(3)

the 47th Annual TEEE/ACM International Symposium on
Microarchitecture,2014:216-228.

[38] Sabbagh M,Fei Y S, Wahl T,et al. SCADET: A side-channel
attack detection tool for tracking prime-probe[ C7J//Proc of
2018 TEEE/ACM International Conference on Computer-
Aided Design,2018:1-8.

[39] Bazm M-M, Sautereau T,Lacoste M, et al. Cache-based side-
channel attacks detection through Intel cache monitoring
technology and hardware performance counters[ C]//Proc of
2018 3rd International Conference on Fog and Mobile Edge
Computing,2018:7-12.

[40] Wang Z, Taram M, Moghimi D, et al. NVLeak: Off-chip
side-channel attacks via non-volatile memory systems[ C]//
Proc of the 32nd USENIX Security Symposium,2023:6771-
6788.

[41] Cook J,Drean J,Behrens J,et al. There’s always a bigger
fish: A clarifying analysis of a machine-learning-assisted
side-channel attack[ C]//Proc of the 49th Annual Interna-
tional Symposium on Computer Architecture, 2022 204-

217.

EEE T

247 (1999 -, B LI F B, B+
A ,CCF £ 51 (P2010G) , WF 55 75 il & 1%
W45 38 o 7 55 85 A, E-mail; 1136019639

@qq. com
- LI Yang, born in 1999, MS candidate,
CCF member(P2010G) , his research interest includes cache

side channel attack & defense.

F AR (1994 -, B, T EBN A,
+ R M NI B R S 4, E-mail.

7o 993027110@qq. com
b ot YIN Da-peng,born in 1994 , MS, his re-
A“,\ - search interest includes computer system
security.

OHE(990 . B . e e AT A,
A LRI #z2 . CCF 4 51 (E6270M) W WF 58 )7
i i ML R GE 4 4 0 IX B i B 4 4

E-mail : mazigiang@nxu. edu. cn

d |- MA Zi-qiang,born in 1990, PhD, asso-
ciate professor, CCF member (E6270M), his research in-
terests include computer system security and blockchain

application security.

BEAESR (1999 ), B ZRAE A W+
A2 ,CCF 4x B (P2843G) . B 58 7 1] g 44
HLAES 44, E-mail:759760084(@qq. com
YAO Zi-hao, born in 1999, MS candi-
date, CCF member (P2843G) , his research

BEMRA997 - B, 0 g # A +

interest includes computer system security.
4z ,CCF 4 51 (P2845G) , BF 58 J7 1) Ay 4 2%
. E-mail:122521514@qq. com

— N
‘(‘9@!
Ar, WEI Liang-gen,born in 1997, MS can-

g - n didate, CCF member ( P2845G ), his re-

search interest includes lattice attack.



